
3GPP TSG-SA WG3 Meeting #96 Ad Hoc 
S3-193478
Chongqing (China), 14-18 October 2019








              revision of S3-19abcd
	CR-Form-v11.2

	DRAFT CHANGE REQUEST

	

	
	33.501
	CR
	CRNum
	rev
	-
	Current version:
	15.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Clarification for security policy handling  

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	S3

	
	

	Work item code:
	5G_URLLC_SEC            
	
	Date:
	2019-10-14

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	The 5G URLLC architecture referring to TS 23.501 has been introduced.

This document proposes to clarify how to ensure the encrytion protection and integrity protection status the same for the two redundant PDU sessions. Since SMF is involved in the PDU session establishment procedure, it’s reasonable that SMF can determine the UP security policy for these two PDU sessions which can help to guarantee the final security status to be the same, e.g. if the UP security policy is “Not Needed” or “Required”, the security status is clear to these redundant PDU sessions. Otherwise, the determination shall be left to MN in case of dual connectivity architecture.

	
	

	Summary of change:
	Add or modify some text including the security aspect of 5G URLLC. 

	
	

	Consequences if not approved:
	Incomplete specification.

	
	

	Clauses affected:
	new clause X

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*************** Start of the first change ****************
X.2.2.2    Security policy aspects

When Dual Connectivity is used for redundant transmission, both of the two PDU sessions are initially established via the MN. The SMF(s) shall provide a UP security policy for each of the two PDU sessions to the MN during the PDU sessions establishment procedure as described in clause 6.6.1.

With respect to the UP security policy aspect, the principle is that the first and the second PDU sessions shall have the same UP security activation status. 

If the indication “Preferred” of UP security policy is allowed to be preconfigured for URLLC services, the SMF shall determine the UP security policy for the two redundant PDU sessions. The MN makes the decision on UP encryption protection and integrity protection according to the UP security policy for these two redundant data transmissions. This is to avoid that one of the nodes (MN or SN) chooses a different UP security activation status compared to the other node, for the first and second PDU sessions.
The MN shall be preconfigured or have access with/to information of the supported security in the available SN(s), (i.e. whether UP integrity protection is supported in the SN or not). The MN shall take this information into account when selecting the SN. In case UP integrity protection is supported in the SN, then such configuration information is not needed.
Editor’s Note: The above issue needs to be checked with RAN.

The MN shall store the applied UP security activation status used for the DRB’s established for the first PDU session between the MN and the UE. Then, the MN shall provide the UP security activation status applied for the first PDU session to the SN, when offloading the DRBs for the second PDU session to the SN. 
The SN shall use the UP security activation status received from the MN for the DRBs established for the second PDU session between the SN and the UE. This ensures that the same UP security activation status is applied to all the DRBs established for the first and second PDU sessions.
The SN informs the MN with the UP integrity protection and encryption indications of the PDU session data transferring in the SN Addition/Modification Request Acknowledgement message. The MN forwards the UP integrity protection and encryption indications to the UE in RRC Connection Reconfiguration message.
*************** End of change ****************
